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Sectlon A

General Conditions of Contract

Page 5of 57

TR TNRTR TIT T

T SERTIPIED

by
| LEGALSERVICES | |
INAME: Bl Bt Reb

| DATE ?ﬁ\ﬁﬁu\‘t’tm -

SO E

SIGNATURE: ____ #




1.
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Definitions

The following terms shall be interpreted as indicated:

1.1

1.2

1.3

1.4

1.5

1.6

1.7

1.8

1.9

1.10

“Closing time” means the date and hour specified in the bidding documents for the receipt
of bids.

“Contract” means the written agreement entered into between the Purchaser and the
Vendor, as recorded in the contract form signed by the partles, including alt attachments
and appendices thersto and all documents incorporated by reference thersin.

“Contract price” means the price payable to the Vendor under the contract for the full and
proper performance of his contractual obligations.

“Corrupt practice” means the offering, giving, receiving, or soliciting of anything of value
to influence the action of a public official in the procurement process or in contract exscution.

“Countervailing duties" are imposed in cases where an enterprise abroad Is subsidized
by its government and encouraged to market its products internationally.

"Country of origin” means the place where the goods were mined, grown or producsd or
from which the services are supplied. Goods are produced when, through manufacturing,
processing or substantial and major assembly of components, a commercially recognized

new product results that is substantially different in basic characteristics or in purpose or
utility from its components.

“Day” means calendar day.
“Delivery” means delivery in compliance with the conditions of the contract or order.
“Dellvery ex stock” means Immediate delivery directly from stock actually on hand.

“Delivery Into consignee’s store or to hig site” means delivered and unloaded in the
specified store or depot or on the specified site in compliance with the condltions of the
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1.1

1.12

1.13

1.15

1.16

1.18

IT Software Contract

contract or order, the Vendor bearing all risks and charges involved until the supplies are so
delivered and a valid receipt is obtained.

"Dumplng” occurs when a private enterprise abroad markets its goods on own initiative in
the RSA at lower prices than that of the country of origin and which have the potential to
harm the local Industrles in the RSA.

"Force majeure” means an event beyond the control of the Vendor and not Invoiving the
Vendor's fault or negligence and not foreseeable. Such events may include, but is not
restricted to, acts of the Purchaser in its sovereign capacity, wars or revolutions, fires, floods,
epidemics, quarantine restrictions and freight embargoes.

“Fraudulent practice” means a misrepresentation of facts in order to inﬂuénce a
procurement process or the execution of a contract to the detriment of any bidder, and
includes collusive practice among bidders (prior to or after bid submission) designed to
establish bid prices at artificial non-competitive levels and to deprive the bidder of the benefits
of free and open competition.

“GCC” means the General Conditions of Contract.

“Goods” means all of the equipment, machinery, and/or other materials that the Vendor Is
required to supply to the Purchaser under the contract.

“Imported content” means that portion of the bidding price represented by the cost of
components, parts or materials which have been or are siill to be imported (whether by the
Vendor or his subcontractors) and which costs are inclusive of the costs abroad, plus freight
and other direct importation costs such as landing costs, dock dues, import duty, sales duty
or other similar tax or duty at the South African place of entry as well as transportation and
handling charges to the factory in the Republic where the supplies covered by the bid wili be
manufactured.

“Local content” means that portion of the bidding price which is not included in the imported
content provided that local manufacture does take place.

“Manufacture” means the production of products in a factory using labour, materials,
components and machinery and includes other related value-adding activities.
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1.19

1.20

1.21

1.22

1.23

1.24

1.25

2.1

2.2

2.3
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“Order"” means an official written order issued for the supply of goods/works or the rendering
of a service,

“Project site” where applicable, means the place indicated in bidding documents.
“Purchaser” means the Institution purchasing the goods/works and/or service.
“Republic” means the Republic of South Africa.

“8CC” means the Special Conditions of Contract.

“Services" means those functional services ancillary to the supply of the goods, such as
transportation and any other incidental services, such as installation, commissioning,
provision of technical assistance, training, catering, gardening, security, maintenance and

other such obligations of the Vendor coverad undsr the contract.

“Written” or “in writing” means handwritten in ink or any form of electronic or mechanical
writing.

Application

These general conditions are applicable to all bids, contracts and orders including bids for
functional and professional services, sales, hiring, letting and the granting or acquiring of rights,
but excluding Immovable property, unless otherwiss indicated in the bidding documents.

Where applicable, Spaclal Condltions of Contract are also laid down to cover specific Vendors,
services or works.

Where such Special Conditions of Contract are in conflict with these general conditions, the
special conditions shall apply.
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3.1

3.2

5.1

5.2

5.3

5.4
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General

Unless otherwise indicated in the bidding documents, the Purchaser shall not be liable for any
expense incurred in the preparation and submission of a bid. Where applicable a non-refundable
fee for documents may be charged.

With certain exceptions, invitations to bid are only published in the Government Tender Bulletin.
The Government Tender Bulletin may be obtained directly from the Government Printer, Private
Bag X85, Pretoria 0001, or accessed electronically from www.treasury.gov.za.

Standards

The goods/works and/or service supplied shall conform to the standards mentioned in the bidding
documents and specifications.

Use of Coniract Document and Information

The Vendor shall not, without the Purchaser's prior written consent, disclose the contract, or any
provision thereof, or any specification, plan, drawing, pattern, sample, or information furnished by
or on behalf of the Purchaser in connection therewith, to any person other than a person
employed by the Vendor in the performance of the contract. Disclosure to any such employed
person shall be made In confidence and shall extend only so far as may be necessary for
purposes of such performance.

The Vendor shall not, without the Purchaser’s prior written consent, make use of any document
or information mentioned in GCC clause 5.1 except for purposes of performing the contract.

Any document, other than the contract itself mentioned in GCC clause 5.1 shall remaln the
property of the Purchaser and shall be returned (all copies) to the Purchaser on completion of the
Vendor’s performance under the contract if so required by the Purchaser.

The Vendor shall permit the Purchaser to inspsct the Vendor's records relating to the performance
of the Vendor and to have them audited by auditors appointed by the Purchaser, if so required by
the Purchaser.
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6.1

7.1

7.2

7.3

8.1

8.2

IT Software Contract

The Vendor shall indemnify the Purchaser against all third-party claims of infringement of patent,
trademark, or industrial design rights arising from use of the goods or any part thereof by the
Purchaser,

Patent Rights

The Vendor shall indemnify the Purchaser against all third-party claims of infringement of

patent, trademark, or industrial design rights arising from use of the goods or any part thereof

by the Purchaser..

Performance Securlty

The proceeds of the performance security shall be payable to the Purchaser as
compensation for any loss resulting from the Vendor's failure to complete his obligations
under the contract.

The performance security shall be denominated in the currency of the contract, or in a fresly

convertible currency acceptable to the Purchaser and shall be in one of the following forms:

a) & bank guarantee or an irrevocable letter of credit issued by a reputable bank located in
the Purchaser’s country or abroad, acceptable to the Purchaser, in the form provided in
the bldding documents or another form acceptable to the Purchaser; or

b) a cashier's or certified cheque.

The performance security will be discharged by the Purchaser and returned to the Vendor
not later than thirty (30) days following the date of completion of the Vendor's performance
obligations under the contract, Including any warranty obligations, unless otherwise specified
in SCC.

Inspection, Tests and Analysis

All pre-bidding testing will be for the account of the bidder.

If it is a bid condition that supplies to be produced or services to be rendered should at any
stage during production or execution or on completion be subject to inspection, the premises
of the bidder or contractor shall be .open, at all reasonable hours, for inspection by a
representative of the Institution or an organization acting on behalf of the Institution.
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8.3

8.4

8.5

8.6

8.7

8.8

9.1

IT Software Contract

if there are no inspection requirements indicated In the bidding documents and no mention
is made in the contract, but during the contract peried It is decided that inspections shall be
carrled out, the Purchaser shall itself make the necessary arrangements, inciuding payment
arrangements with the testing authority concerned.

If the Inspectlons, tests and analyses referred to in clauses 8.2 and 8.3 show the supplies to
be in accordance with the contract requirements, the cost of the inspections, tests and
analyses shall be defrayed by the Purchaser.

Where the supplies or services referred to in clauses 8.2 and 8.3 do not comply with the
contract requirements, irrespective of whether such supplies or services are accepted or not,
the cost in connection with these inspections, tests or analyses shall be defrayed by the
Vendor.

Supplies and services which are referred to In clauses 8.2 and 8.3 and which do not comply
with the contract requirements may be rejected.

Any contract supplies may on or after delivery be Inspected, tested or analyzed and may be
rejected if found not fo comply with the requirements of the contract. Such rejected supplies
shall be held at the cost and risk of the Vendor who shall, when called upon, remove them
immediately at his own cost and forthwith substitute them with supplies which do comply with
the requirements of the contract. Failing such removal the rejected supplies shall be returned
at the Vendor's cost and risk. Should the Vendor fail to provide the substitute supplies
forthwith, the Purchaser may, without giving the Vendor further opportunity to substitute the
rejected supplies, purchase such supplies as may be necessary at the expense of the
Vendor.

The provisions of clauses 8.4 to 8.7 shall not prejudice the right of the Purchaser to cancel
the contract on account of a breach of the conditions thereof, or to act in terms of Clause 23
of GCC.

Packaging

The Vendor shall provide such packing of the goods as is required to prevent their damage
or deterioration during transit to their final destinatlon, as Indicated in the contract. The
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packing shall be sufficient to withstand, without limitation, rough handling during transit and
exposure to extreme temperatures, salt and precipitation durlng transit, and open storage.
Packing, case size and weights shall take into consideration, where appropriate, the
remoteness of the goods’ final destination and the absence of heavy handling facilities at all
points in transit.

9.2 The packing, marking, and documentation within and outside the packages shall comply
strictly with such special requirements as shall be expressly provided for in the contract,
including additional requirements, if any, specified in SCC, and in any subsequent
instructions ordered by the Purchaser.

10. Dellvery and Documents

10.1  Delivery of the goods shall be made by the Vendor in accordance with the terms specified
in the contract. The details of shipping and/or other documents to be furnished by the Vendor
are specified in SCC.

10.2 Documents to be submitted by the Vendor are specified in SCC.

11. Insurance

11.1  The goods supplied under the contract shall be fully insured in a freely convertible currency
agalnst loss or damage incidental to manufacture or acquisition, transportation, storage and
delivery in the manner specified in the SCC.

12. Transportation

12.1  Should a price other than an all-inclusive delivered price be required, this shall be specified
in the SCC.

13. Incldental Services

13.1  The Vendor may be required to provide any or all of the following services, including
additlonal services, if any, specified in SCC:
a) performance or supervision of on-site assembly and/or commissioning of the supplied
goods;
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13.2

14.

14.1

15.

15.1

IT Software Contract

b) furnishing of tools required for assembly and/or maintenance of the supplied goods;

c) furnishing of a detalled operations and maintenance manual for each appropriate unit of
the supplied goods;

d) performance or supervision or maintenance and/or repalr of
the supplied goods, for a period of time agreed by the parties, provided that this service
shall not relieve the Vendor of any warranty obligations under this contract;

@) training of the Purchaser’s personnel, at the Vendor's plant; and /or

f) on-site, inassembly, stari-up, operation, maintenance, and/or repair of the
supplied goods.

Prices charged by the Vendor for incidental services, if not included In the contract price for
the goods, shall be agreed upon in advance by the parties and shall not exceed the
prevailing rates charged to other parties by the Vendor for similar services.

Spare Parts

Specified in SCC, the Vendor may be required to provide any or all of the following materials,
notifications, and Information pertaining to spare parts manufactured or distributed by the
Vendor:

a) such spare parts as the Purchaser may elect to purchase from the Vendor, provided that
this election shall not relieve the Vendor of any warranty obligations under the contract;
and

b) inthe event of termination of production of the spare parts:

i. Advance notiflcation to the Purchaser of the pending termination, in sufficient
time to permit the Purchaser to procure needed requirements; and

ii. following such termination, furnishing at no cost to the Purchaser, the
blueprints, drawings, and specifications of the spare parts, if requested.

Warranty

The Vendor warrants that the goods supplied under the contract are new, unused, of the
most recent or current models, and that they incorporate all recent improvements in design
and materials unless provided otherwise in the contract. The Vendor further warrants that all
goods supplied under this contract shall have no defect, arising from design, materials, or
workmanship (except when the design and/or material is required by the Purchaser's

o & Ezﬁi‘(FSé D'M’““W" Page 13 of 57
by .
LEGALBERVICESY | |
A Ehpp A IS
g A8t

== Dt

PRm—



IT Software Contract

specifications) or from any act or omission of the Vendor, that may develop under normal
use of the supplied goods in the conditions prevailing in the country of final destination.

15.2  This warranty shall remain valid for twelve (12) months after the goods, or any portion thereof
as the case may be, have been delivered to and accepted at the final destination indicated
In the contract, or for eighteen (18) months after the date of shipment from the port or place
of loading In the source couniry, whichever period concludes earlier, unless specified
otherwise in SCC.

16.3 The Purchaser shall promptly notify the Vendor In writing of any claims arising under this
warranty.

15.4  Upon receipt of such notice, the Vendor shall, within the period specified in SCC and with all
reasonable speed, repair or replace the defective goods or parts thereof, without costs to the
Purchaser.

15.5 If the Vendor, having been notified, fails to remedy the defect(s) within the period spscified
in 8CC, the Purchaser may proceed to take such remedial action as may be necessary, at
the Vendor’s risk and expense and without prejudice to any other rights which the Purchaser
may have against the Vendor under the contract.

16. Payment

16.1 The method and conditions of payment to be made to the Vendor under this contract shall
be specified in SCC.

16.2 The Vendor shall furnish the Purchaser with an invoice accompanied by a copy of the delivery
note and upon fulfilment of other obligations stipulated in the contract.

16.3 Payments shall be made promptly by the Purchaser, but in no case later than thirty (30) days
after submission of an invoice or claim by the Vendor.

16.4  Payment will be made in Rand unless otherwise stipulated in SCC.

Q Rl‘l Ha:b: s ey Page 14 of 57
ERTIE

., i
LEQAL @% VIGEQ

i1
 DATE

Ve



IT Software Contract

17. Prices

17.1 Prices charged by the Vendor for goods/works delivered and/or services rendered under the
contract shall not vary from prices quoted by the Vendor in this bid, Mth an exception of any
price adjustments authorized in SCC or Purchaser’s request for bid validity extension, as the
case may be,

18. Contract Amendments

18.1 No variation in or modification of the terms of the contract shall be made except by written
amendment signed by the parties concerned.

19. Assignment

19.1 The Vendor shall not assign, in whole or in part, its obligations to perform under the contract,
except with the Purchaser's prior written consent.

20. Subcontractors

20.1 The Vendor shall notify the Purchaser in writing of ail subcontracts awarded under this
contract if not already specified in the bid. Such notification, in the original bid or later, shall
not relieve the Vendor from any llability or obligation under the contract.

21. Delay in Vendor's Performance

21.1 Delivery of the goods/works and/or performance of services shall be made by the Vendor in
accordance with the time schedule prescribed by the Purchaser In the contract.

21.2 If at any time during performance of the contract, the Vendor or its subcontractor(s) should
encounter conditions impeding timely delivery of the goods/works and/or performance of
services, the Vendor shall promptly notify the Purchaser in writing of the fact of the delay, its
likely duration and its cause(s). As soon as practicable after recelpt of the Vendor's notice,
the Purchaser shall evaluate the situation and may at his discretion extend the Vendor's time
for performance, with or without the imposition of psnalties, in which case the extension shall
be ratified by the parties by amendment of contract.
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21.3

21.4

21.5

21.6

22.

22.1

23.

231

IT Software Contract

No provision In a contract shall be deemed to prohibit the obtaining of supplies or services
from a national department, provincial department, or a local authority.

The right is reserved to procure outside of the contract small quantities or to have essential
services executed if an emergency arlses, the Vendor’s point of supply is not situated at or
near the place the supplies are required or the Vendor’s supplies or goods are not readily
available.

Except as provided under GCC Clause 25, a delay by the Vendor in the performance of its
delivery obligations shall render the Vendor liable to the Imposition of penaities, pursuant to
GCC Clause 22, unless an extension of time is agreed upon pursuant to GCC Clause 21.2
without the application of penalties.

Upon any delay beyond the delivery period in the case of a supplies contract, the Purchaser
shall, without cancelling the contract, be entitled to purchase supplies of a similar quality and
up to the same quantily in substitution of the goods not supplied in conformity with the
contract and to return any goods delivered later at the Vendor's expense and risk, or to cancel
the contract and buy such goods as may be required to complete the contract and without
prejudice to his other rights, be entitled to claim damages from the Vendor.

Penalties

Subject to GCC Clause 25, if the Vendor fails to deliver any or all of the goods/works and/or
to perform the services within the perlod(s) specified in the contract, the Purchaser shall,
without prejudice to its other remedies under the contract, deduct from the contract price, as
a penalty, a sum calculated on the dslivered price of the delayed goods/works and/or
unperformed services using the current prime interest rate calculated for each day of the
delay until actual delivery or performance. The Purchaser may also considar termination of
the contract pursuant to GCC Clause 23.

Termination for Defauit

The Purchaser, without prejudice to any other remedy for breach of contract, by written notice
of default sent to the Vendor, may terminate this contract in whole or in part:

a) If the Vendor falls to deliver any or all of the goods within the period(s) specified in the

contract, or within any extension thereof granted by the Purchaser pursuant to GCC Clause
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21.2;

b) if the Vendor fails to perform any other obligation(s) under the contract; or

c) if the Vendor, in the judgment of the Purchaser, has engaged In corrupt or fraudulent
practices in competing for or in executing the contract.

In the event the Purchaser terminates the contract In whole or in part, the Purchaser may
procure, upon such terms and In such manner as it deems appropriate, goods/works and/or
services similar to those undelivered, and the Vendor shall be liable to the Purchaser for any
excess costs for such similar goods/works and/or services. However, the Vendor shall
continue performance of the contract to the extent not terminated.

Where the Purchaser terminates the contract in whaole or in part, the Purchaser may decide
to impose a restriction penalty on the Vendor by prohibiting such Vendor from doing business
with the public sector for a period not exceeding 10 years.

If a Purchaser intends imposing a restriction on a Vendor or any person associated with the
Vendor, the Vendor will be allowed a time period of not more than fourteen (14) days to
provide reasons why the envisaged restriction should not be imposed. Should the Vendor
fail to respond within the stipulated fourteen (14) days the Purchaser may regard the Intended
penalty as not objected against and may impose it on the Vendor.

Any restriction imposed on any person by the Accounting Officer / Authority wili, at the
discretion of the Accounting Officer / Authority, also be applicable to any other enterprise or
any pariner, manager, director or other person who wholly or partly exercises or exercised
or may exercise control over the enterprise of the first-mentioned person, and with which
enterprise or person the first-mentioned person, Is or was in the opinion of the Accounting
Officer / Authorlty actively associated.

If a restriction Is imposed, the Purchaser must, within five (5) working days of such imposition,
furnish the National Treasury, with the following information:

() the name and address of the Vendor and / or person restricted by the Purchaser;

(i} the date of commencement of the restriction

(i) the period of restriction; and

(iv) the reasons for the restriction.
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These details will be loaded in the National Treasury’s central database of Vendors or
persons prohibited from doing business with the public sector.

If a court of law convicts a person of an offence as contemplated in sections 12 or 13 of the
Prevention and Combating of Corrupt Activitles Act, No. 12 of 2004, the court may also rule
that such person's name be endorsed on the Register for Tender Defaulters. When a
person’'s hame has been endorsed on the Register, the person will be prohibited from doing
business with the public sector for a period not less than five years and not more than 10
years. The National Treasury is empowered to determine the period of restriction and sach
case will be dealt with on its own merits. According to section 32 of the Act the Register must
be open to the public. The Register can be psrused on the National Treasury website.

Antl-Dumping and Countervalling Dutles and Rights

When, after the date of bid, provisional payments are required, or antidumping or
countervalling duties are imposed, or the amount of a provisional payment or anti-dumping
or countervailing right is increased in respect of any dumped or subsidized import, the State
Is not fiable for any amount so required or Imposed, or for the amount of any such increase.
When, after the said date, such a provisional payment Is no longer required or any such anti-
dumping or countervailing right Is abolished, or where the amount of such provisional
payment or any such right is reduced, any such favorable difference shall on demand be paid
forthwith by the contractor to the State or the State may deduct such amounts from moneys
(if any) which may otherwise be due to the contractor in regard to supplies or services which
he delivered or rendered, or is to deliver or render in terms of the contract or any other
contract or any other amount which may be due to him.

Force Majeure

Notwithstanding the provisions of GCC Clauses 22 and 23, the vendor shall not bs liable for
forfeiture of its performance security, damages, or termination for default if and to the extent
that his delay in performance or other failure to perform his obligations under the contract as
a result of an svent of Force Majeure.

If a force majeure situation arises, the Vendor shall promptly notify the Purchaser in writing
of such condition and the cause thereof. Unless otherwise directed by the Purchaser In
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IT Software Contract

writing, the Vendor shall continue to perform its obligations under the contract as far as Is
reasonably practical, and shall seek all reasonable alternative means for performance not
prevented by the force majeure event.

26. Termination on Insclvency

26.1 The Purchaser may at any time terminate the contract by giving written notice to the Vendor
if the Vendor becomes bankrupt or otherwise insolvent. In this event, termination will be
without compensation to the Vendor, provided that such termination will not prejudice or
affect any right of action or remedy which has accrued or will accrue thereafter to the
Purchaser.

27. Settlement of Disputes

27.1 If any dispute or difference of any kind whatsoever arises between the Purchaser and the
Vendor in connection with or arising out of the contract, the parties shall make every effort to
resolve amicably such dispute or difference by mutual consuttation.

27.2 I, after thirty (30) days, the parties have failed to resolve their dispute or difference by such
mutual consultation, then either the Purchaser or the Vendor may give notice to the other

party of his intention to commence with mediation. No mediation in respect of this matter may be
commenced unless such notice is given to the other party.

27.3 Should it not be possible to ssttle a dispute by means of mediation, it may be settied in a

‘ South African court of law.

27.4 Mediation proceedings shall be conducted in accordance with the ruies of procedure
specified in the SCC.

27.5 Notwithstanding any reference to mediation and/or court proceedings herein,
(8) the parties shail continue to perform their respective obligations under the contract
unless they otherwise agree; and
(b} the Purchaser shall pay the Vendor any monies due the Vendor.
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28. Limitatlon of Liabillty

28.1 Except in cases of criminal negligence or wilful misconduct, and in the case of infringement

pursuant to Clause 6;

a) the Vendor shall not be liable to the Purchaser, whether in contract, tort, or otherwise, for
any Indirect or consequential loss or damage, loss of use, loss of production, or loss of
profits or interest costs, provided that this exclusion shall not apply to any obligation of
the Vendor to pay penalties and/or damages to the Purchaser; and

b) the aggregate liability of the Vendor to the Purchaser, whether under the contract, in tort
or otherwise, shall not exceed the total contract price, provided that this limitation shall
not apply to the cost of repairing or replacing defective squipment.

29. Governing Language

29.1 The contract shall be written in English. All correspondence and other documents pertaining
to the contract that Is exchanged by the parties shall also be written in English.

30. Applicable Law

30.1 The contract shail be interpreted in accordance with South African laws, unless ctherwise
speclified in SCC.

31. Notices

31.1 Every written acceptance of a bid shall be posted to the Vendor
concerned by registered or certified mail and any other notice to him shall be posted by
ordinary mail to the address furnished in his bid or to the address notified later by him in
writing and such posting shall be deemed to be proper service of such notice

31.2 The time mentioned in the contract documents for performing any act after such aforesaid
notice has baen given, shall be reckoned from the date of posting of such notice.
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32. Taxes and Dutles

32.1 A foreign Vendor shall be entirely responsible for all taxes, stamp dutles, licenss fees, and
other such levies imposed outside the Purchaser's country.

32.2 A local Vendor shall be entirely responsible for all taxes, duties, license fees, etc., incurred
untll delivery of the contracted goods to the Purchaser.

32.3 No contract shall be concluded with any bidder whose tax matters are not In order. Prior to
the award of a bid the Department must be In possession of a tax clearance certificate,
submitted by the bidder. This certificate must be an original issued by the South African
Revenue Services.

33. National Industrlal Participation Programme

33.1 The NIP Programme administered by the Department of Trade and Industry shall be
applicable 1o all contracts that are subject to the NIP obligation.

34. Prohibltion of Resirictive Practices

34.1 In terms of section 4 (1) (b) (i) of the Competition Act No. 89 of 1998, as amended, an
agreement between, or concerted practice by, firms, or a decision by an association of firms,
is prohibited if it is between parties in a horizontal relationship and if a bidder {(s) is /are ora
contractor(s) was / were involved In collusive bidding (or bid rigging).

34.2 If a bidder(s) or contractor(s), based on reasonable grounds or evidence cbtained by the
Purchaser, has / have engaged in the restrictive practice referred to above, the Purchaser
may refer the matter to the Competition Commission for investigation and possible imposition
of administrative penalties as contemplated in the Competition Act No. 89 of 1998.

34.3 If a bidder(s) or contractor(s), has / have been found guilty by the Competition Commission
of the restrictive practice referred to above, the Purchaser may, in addition and without
prejudice to any other remedy provided for, invalidate the bid(s) for such item(s) offered, and
/ or terminate the contract in whole or part, and / or restrict the bidder(s) or contractor(s) from
conducting business with the public sector for a period not exceeding ten (10) years and / or
claim damages from the bidder(s) or contractor(s) concerned.
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Section B

Speclal Conditions of Contract
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1. Additional Definltions

in addition to the definitions contained in paragraph 1 of the GCC, the following terms shall be
interpreted as indicated:

1.1 “Accounting Officer”: means a person described in Section 38 of the Public Finance
Management Act, Act No. 1 of 1989 (As amended by Act 29 of 1989):

Delete whichever is not applicabie

“Accounting Officer means a psrson described in Section 1 of the Local Government Municipal
Finance Management Act, Act No. 56 of 2003".

1.2 “Contract duration”: means the period between the commencement and termination of the
contract.

1.3 “Confidentlal information”: means but is not limited to contents of the contract, or any
provision thereof, or any specification, plan, know-how, drawing, pattern, sample, or
Information furnished by or on behalf of the Purchaser in connection therewith, to any person
other than a person employed by the Vendor in the performance of the contract.

1.4  "Vendor": The entity or person that will supply goods/works and/or services to the Purchaser.

1.5. “Party "means any one of the parties to this contract. The term “Parties” shall have a
corresponding meaning;

1.6 “Representative” means the designated representative of the Purchaser or the Vendor;

1.7 “Designated Sltee” means any site within the boundaries of the Licensee specified in
Annexura A

1.8  “Enhancement” modifying the Software after delivery to improve performance or
other attributes, or to adapt the preduct te a modified environment.

Page 23 of 57

BN et W

4 LEGAL BERVICED §
B

2=l in

LA




1.9

1.10

1.11

1.12

1.13

1.14

1.16

1.16

IT Software Contract

“Hosting” means providing space on an Internst server that allows tha client to make

their webslte accessible to their users. This server can be owned or leased by IMQS.

“ License” means non- transferable and non-exclusive right granted to the Licensee

to use the Software subject to the provisions of this Agreement,
“The Licenses” The Msunduzi Municipality

“The Licensor” IMQS Software (Pty) Ltd (2000/019581/07), Building 4 and 5,
Stelienpark Office Park, Corner R44 and School Road, Stellenbosch, Western Cape,

7589

‘Modules” Individual software applications within the Software with different
functions and/or capabliites distributed separately or in conjunction with other
applications as a package within the Software;

“Server” Means the Licensee's system (software and suitable computer hardware)
that responds to requests across a computer network to provide, or help to provide, a

network service:

“Software” Means both the Desktop Software and Web-based Software and means the
Software Code for both versions of the application

“Web-Based” D Means the IMQS ‘version 8' web-based software application, including
all software purchased Modules, proprietary to the Licensor, as well as the Software
Upgrades (to the extent supplied in accordance with this Agresment).

- e+ oy e Page 24 of 57
: e e L o
o ¥
o LEBEGAL SERVICES \
| NANE: TP £

i



3.1

3.2

3.3

3.4

3.5

3.6

3.7

3.8

3.9

IT Software Contract

Effective Date

The effective date is the 1 of July 2022 .

Interpretations

In amplification of the provisions of paragraph 2 of the GCC, unless Inconsistent with the context,
an expression which denotes:

Any gender Includes the other genders.

A natural person includes a juristic person and vice versa.

The singular includes the plural and vice versa.

When any number of days is prescribed in this Agreement, the same shall be reckoned
exclusively of the first and Inclusively of the last day unless the last day falls on a Saturday,
Sunday or proclaimed public holiday in the Republic of South Africa, in which event the last

day shall be the next succeeding day which i not a Saturday, Sunday or public holiday.

Where figures are referred to in numerals and in words, if there is any conflict between the
two, the words shall prevall.

Any reference in this contract to “goods” includes works and/or services.

The agreement represents the final agreement between the parties and it supercedes any
prior oral agreements or discussions of the agreement.

All annexures and appendices shail form part of the contract.

The headings used throughout the agreement do not have any special significance save to
ensure the easy reading of the contract.
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IT Software Contract

Appolntment

The Purchaser appoints the Vendor on the terms and conditions set out in this contract to
provide the services to the Purchaser.

The Vendor accepis the appointment.

Scope of Work

In amplification of clause 4 of the GCC, the Vendor shall render the goods/works and/or services
as detailed below: -

With effect from the Effective Date, IMQS Software shall-

Provide the Services subject to and in accordance with the provisions of this agreement and
subject to and in accordance with the Regulations.

The Licensor shall provide to the Licensee:

Telephonic software support during the hours 07:30 -17:30, Mondays through Fridays,
excluding South African public holidays through a toll-free support line number - 080 123 IMQS
(080 123 4677). On-site support of Software problems, at the Designated Sites, with reaction
time based on the time of day and distance to travel to the Designated Site. On-site support
will only be avallable once all attempts to provide remote support and troubleshooting have
been successful.

A comprehensive User and Security Management system that will control user lsvel access
to the Software. The management and resolution of Software problems through an on-line web
ticket (logging) system with full customer relations functionality. Each ticket will be assigned to
a responsible person within 24 hours. Resolution of the problem is depsndent on the severity,
but user feedback via the logging system will be done within 48 hours. Support tickets can be
logged at help@Imgs.co.za.

The right to certain Enhancements at no extra charge as and when they become available,
The Licensor shall provide separate quotes in respect of Software Upgrades, at the prevalling
rates for the acquisition, implementation and maintenance of those Software Upgrades,
Regular notification of Enhancements distributed to agreed contact person(s) at the client.

Page 26 of 57

L
LTS DH



5.3.5

5.3.6

5.3.7

5.3.8

5.3.9

IT Software Contract

Initial training of no more than 10 (ten) users per Modules as part of the implementation
process. Remote interactive desktop support (subject to bandwidth availability as well as
Licensee’s server access capabilities). Access to the most recent minimum system
specifications.

Access to a formal documented IMQS web modules change request procedure (available from
the Account Manager on request) for the Licensee to request any changes to the Software.
These changes will be actioned via an accepted change request quotation, based on the
charge out rates in this Agreement. No charge requests for the Desktop version of software will
be considered.

Access to Licensor's South African based in-house programmers to enhance and customise
existing Software to further meet the Licensee's needs at a cost calculated in accordance with
the charge out rates.

Access to Licensor's software technical team to import any new data into the different Modules
at a cost calculated according to the charge out rates, The turnaround time for importing of
information into the different Modules is ten (10) working days, granted the information is In the
correct format, accurate and complete.

Access to Licensor's software training team for additional, intermediate and advanced training
on all the existing Software at a cost calculated according to the charge out rates.

On request for further enhancements, customisation or additional functionality to any of the
Modules, the Licensor will estimate the total cost envisaged and provide such proposed
quotation, in writing, to the Licensee for finalisation and approval. Work will only commence as
per request once written acceptance of the quotation has been received by the Licensor.

5.4 HARDWARE REQUIREMENTS

The Licenses agrees to implement and/or maintain the minimum hardware and network
requirements as outlined in Annexure “B and C” to ensure the Software functions in an effective
and efficlent manner. These requirements include all depots and sateliite offices where the
Software will be installed.

s e Page 27 of 57




IT Software Contract

5.5 LIAISON

The Licensee agrees to appoint at least 1 (one) member of its staff at each Designated Site as a
liaison officer for the Licensor who will be the sole person to forward enquiries regarding the
Licensed Software to the Licensor.

5.6 TRAINING OF PERSONNEL

The Licensee agrees to make staff available during the ALSMA period to be properly trained in
the effective use of the operating system under which the Software is used. Failure to do so, at
the reasonable discretion of the Licensor, will result in the standard ruling hourly rate being
charged for additional training sesslons.

5.7 JOB DESCRIPTIONS
5.71 ANALYSTS (BUSINESS AND SYSTEMS)

The Analyst (Business and Systems) will provide the expertise to support the client in translating
business needs into software requirements. The analyst will thereby enable the development
team to create concise and robust code and in doing so they will collectively develop, maintain
and support cutting edge solutions. The Analyst's principal function is to scope, discover and
describe requirements and ensure that our software solutions, based on the company’s vision
and strategic direction, adhere, surpass and compliment the client's specifications. The Analyst
will help with user requirements, scope of work, functional decompositions, storyboards, business
and data flow, business rules, system design, writing of specifications and contribute to the
designing, building, testing and implementing of applications as needsd, on a project by project
basls.

His/her skill includes

*  Understanding business process management and business requirements of the customers and
translating them Into specific software requirements.

*  Documenting and analysing the required information and data.

»  Understanding the technical designs as well as the specifications.

- Evaluating the information gathered through workshops and surveys, business process
description and task analysis.
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IT Software Contract

=  Effectively communicating with development teams and clients to deliver functional requirements
like GUJ, screen and interface designs.

«  Devising possible solutions to predicted problems, evaluating other options.

e Reacting to problems and coming up with possible solutlons.

»  Reviewing deliverables prepared by the team before passing to client.

«  Ensuring project documents are complete, current, and stored appropriately.

5.72 DEVELOPER

The Application Developer's principal function is to develop bespoke solutions, based on the
company's vision and strategic direction, as well as client's specifications. The Application
Daveloper will help with writing specifications and designing, building, testing, implementing and
sometimes supporting applications using the best of breed programming languages and
development tools as nesded, on a project by project basis. He/she works closely with software
engineers, business and systems analysts, writing programmes according to their specifications.

His/her skill Includes

* interpreting written business requirements and technical specification documents;

»  breaking down a program spacification into its simplest elements and franslating this logic into a
programming language;

= devising possible solutions to predicted problems, evaluating other options;

= working as part of a team to develop/code a specific section of the programme;

* combining all elements of the programme design, and testing it;

5.7.3 QUALITY ASSURANCE

The main role of the Test Analyst is to ensure the system integrity, quality and completeness of
all software that is delivered to the client. He/she will evaluate and test new or modified software
and software development procedures used to verify that the programme functions according to
user requirements and conforms to company guidelines and standards. He/she will, therefore,
help deflne, create and manage test standards, design, create and maintain test cases and
facilitate the management thereof, follow the company processes and use test case software to
ensure software integrity.
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His/har skills will inciude:

Implementing the testing processes as part of the SQA.

Ensuring that high quality and accuracy s maintained through to software release.

Preparing and maintaining test plans for use on automated testing tools.

Preparing a test plan and test scripts to test each sofiware component and demonstrate the
business condition under test and the expected result.

Providing feedback to the development team and ensuring the work Is carried out in accordance
with the schedule and the quality requirements.

Assurance & Test Strategy in pursuing assurance and test activities.

For all agreed Projects, produce the System Integration Test stage plan in compliance with the
overall test strategies.

Providing input to the development team in respect of higher-level requirements and
documentation.

Producing the system test deliverables (system test plan, system test specification, system test
scripts, system test data etc.) to the agreed timescale, budget and quality

Planning and executing system testing, both scripted and unscripted

Input to the management of defects in line with agreed brocedures

Taking part in the build and release management pracsss with the development teams
Producing and reporting assurance and test activities on a periodic and ad-hoc basis.
Escalating project exceptions to the Project Manager

Aiding and assisting other test and project team members

BUSINESS INTELLIGENCE ( BI)

The Business Intelligence Specialist's role is to strategically design and implement Bl software
and systems, including integration with databases and data warehouses. This includes selecting,
blueprinting, gathering requirements, designing, and roliing out Bl solutions to end users. The
Business Intelligence Specialist is also responsible for ensuring high levels of BI availability
through support functions and in-depth testing.

Histher skills will include:

Designing, coding, testing, and documenting all new or modified Bl systems, applications and

programmes.
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Developing graphs and portal interfaces.

Assisting in the design of databases and data warehouses to ensure interoperability with Bl
solutions.

Analysing user requirements and, based on findings, design functional specifications for BI front-
end applications.

Producing ETL deslign guidelines to ensure a manageable ETL infrastructure for the BI system.

DATA INTEGRATION

The Data Integration Specialist's role is to ensure that customer data is created, imported, verified
and maintained to a set of data standards. This process includes the identification of incorrect
data received from various sources and taking the appropriate steps to fix it. He/she also acts as
a resource in identifying and procuring information from other sources to be included in the client's
daia set.

His/her sidils will include:

Importing spatial data into databases and linking It up with the associated atiribute information.
Assisting end users with various data queries.

Extracting and loading Information into the appropriate databases.

Ensuring Data Updates are available to clients.

Facllitating data queries.

TRAINING

Trainers design and deliver training programmes for the client based on client and software
needs. The trainers will be responsible for compiling and presenting user and product specific
training on a class or individual basis.

His/her skllls will include:;

carrying out training needs analyses;

defining the skill-sets needed to perform different roles:;

carrying out performance assessments to determine the skills gap between current and desirable
learner skill levels;

ensuring the learning environment and resources support learner needs:
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* designing course materials and other documents such as hand-outs, manuals and exercises;

 preparing the learning environment and resources, including setting up IT equipment where
appropriate;

= malintaining appropriate records of learner development and also resource allocation.

5.7.7 IMPLEMENTATION ANALYST (TECHNICAL SUPPORT ENGINEER)
The implementation Analyst (Technical & Spatial Support Engineer) will provide the expertise to
support the physical infrastructure of the client, including Servers, Desktops, Laptops and
Networks to facilitate the installation of applications and the support thereof.

« He/she works closely with the client IT staff and other technical sdpport staff with software
installations, user accounts and access and support for the client.

*  Working closely with client IT teams, he/she will provide a sustainable solution to problems
experienced.

¢ He/she will liaise with team members to understand their needs and franslate thess Into tangible
and workable solutions, offering the best of breed technology and practical solutions

< He/she will be managing the bugs reported, follow-up with the project office for the scheduled
fixing of these and closing the issues down with feedback to the cllent.

5.7.8 PROJECT MANAGER

The project manager ensures that any project conforms to the System Development and project
methodologies. As software requirements are very susceptible to change, and it Is extremely
difficult to illluminate all the potential requirements in & single project phase before the software
development commences, the project manager, as part of thls procsss, is to be able to
communicate the progress andfor challenges to all role players on a timeous basis, identify
deadlines in danger, rework priorities with the client, and ensure that the team stays focused.

His/her skills will include:

*  Defining project scope, goals and deliverables that support the client goals in collabaration with
IMQS and other stakeholders.

»  Supporting the development team by creating project plans, sprints, burn-down charts and
associated communication documents and presentations.

* Holding regular status meetings with the client and proposing changes and highlighting risks.
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» Effectively communicating project expectations to team members and stakeholders in a timely
and clear fashion.

*  Keeping minutes of mestings, indicating responsibilities, decisions and outcomes and the timeous
follow-up of these tasks.

*  ldentifying and managing project dependencies and critical paths.

*  Planning and scheduling project timelines and milestones using appropriate tools.

*  Tracking project milestones and deliverables.

» Proactively managing changes in project scope, identifying potential crises, and devising
contingency plans.

¢ Facilitating team and client mestings sffectively.

*  Conducting project post mortems and creating a recommendations report in order to identify
successful and unsuccessful project elements.

5.7.9 PROFESSIONAL SUPPORT AND DATA QUALITY ASSURANCE SERVICES

The professional support team Is comprised of members with the suitable knowledge, skills and
experience to asslst the Licenses with the technical know-how of periodic and regular updating
of the different Modules, not covered by the other job descriptions, and Includes knowledge on
performing data quality assurance services. The skills of these individuals will depend on the
specifications of the services required.

5.7.10 SENIOR ASSET MANAGER SPECIALIST

The Senior Asset Manager (AM) Specialist acts as the responsible director who leads the initiative
and advises the client.

5.7.11 CHARTERED ACCOUNTANT

The Chartered Accountant (CA) leads the asset accounting approach, including the oversight of
data preparation and quality assurance (QA). Typically, Chartered Accountants work in all fields
of business and finance, including audit, taxation, financial and general management.
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5.7.12 PROFESSIONAL ENGINEER (ASSET MANAGEMENT)

The Professional Engineer (Asset Management) plans and overseas Infrastructure asset
verification data improvements, data analysis and interpretation, Including annual reviews.
Typlcal objectives are as follows:

*  Tolmplement and maintain Asset Management strategies policles, processes and procedures
* Toassist in ensuring asset management principles and processes are Implemented
= To assist in setting standards of service/service levels
 Toinput into and prepare master works program, focusing on maintenance and replacement of
assets
* To prepare budgsts assoclated with asset management, ensuring full lifacycle costs are
considered
. To implement and maintain an Integrated Management System (IMS) or equivalent, which brings
together best practices for acquisition and maintenance of assets
° To provide support to other key personnel

5.7.13 ENGINEERING TECHNICIAN

The Engineering Techniclan performs asset and data verification and componentises.the assets
according to GRAP.

5.7.14 DATABASE MANAGER

The Database Manager (DBA) creates and manages all asset databases, performs regular data
Integrity checks, including the appropriate updating of the databases and quallty assurance (QA).

They are typically IT Professionals responsible for the installation, configuration, upgrading,
administration, monitoring, maintenance, and security of databases in an organization. The role
includes the development and design of database strategies, system monitoring and improving
database performance and capacity, and planning for future expansion requirements. They may
also plan, co-ordinate and implement security measures to safeguard the database.
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5.7.15 GiS TECHNICIAN

The GIS Technician performs all spatial analysis including the integration and updating of
information onto the system. The GIS Technician will support the ongoing maintenance and
dissemination of data and applications in the GIS environment. Reporting to the

Director - Information Technology, the GIS Technician will work with various departments to
ensure that their needs for GIS Information are met on a day to day basis.

Technical responsibilities typically include the following:

Responsible for the on-going spatial data maintenance and dissemination, end-user support and

the generation of maps and other GIS reports and information product;

within the GIS;

Provide technical expertise related specifically to asset management;

Responsible for the creation of as-built municipal drawings using AutoCAD;

Responsible for the compiling and organizing GIS data from maps, databases and other sources;
Responsible for the collection of data in the field using Global Positioning System (G.P.S.) units;
Responsible for the collection and conversion of mapping resources and data;

Responsible for the daily input and editing of municipal Infrastructure;

Conduct programmatic and manual analysis and create reports and thematic maps on the data

Ensure that quality assurance on new or revised data conforms to standards laid out in the

GeoDatabase, or any other applicable standard or policy;

Responsible for the conversion, import and export data In and out of the GIS system;
Direct the preparation of regular status reports, highlighting GIS Issues requiring attention;
Create and document procedures and metadata definitions

6. Performance Standards
In ampiification of paragraph 4 of the GCC, the Vendor shall render the goods/works and/or
services in accordance with performance standards set by the Purchaser.

7.  Contract Duratlon

7.1 This contract will commence on the 1%of July 2022 and shall terminate on the 30" of June 2025

or on the occurrence of the following events:
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7.2

7.3

8.1

8.2

8.2.1

IT Software Contract

This contract may be extended on a month-to-month basis for a period not exceeding six months,
provided that the procedures for the treatment of irregular expenditure are complied with In terms
of the National Treasury Practice Note No. 4 of 2008/2009 or any subsequent amendments
thersto

This contract may be renewed only with the authority of the Accounting Officer and must comply
with the terms of the National Treasury Practice Note No. 4 of 2008/2009 or any subsequent
amendments thereto,

Contract Price

in consideration for the service to be rendered by ALSMA to Municipality in terms of this
agresment, the Municipality shall pay to ALSMA an annual fes for the three years of the contract:

Annual License and Software Maintenance fee 2022/23 2023/24 2024725
Water Network Analysis R46769,21| R51446,13| R56590,74
Sewer Network Analysis R46 769,21 R51 446,131 R56590,74
Water Demand Analysis R46769,21| R51446,13| R56590,74
Sub-Total 1.1 R140 307,63 | R154 338,39 | R169 772,22
Web Hosting and Software support 2022/23 | 2023/24 | 2024/25 |
IMQS Web Hosting: https://msunduzi.imgs.co.za/ R70862,44 | R77948,68| R8574355
Technical Support, Releases, Backup and Monitoring R101 809,19 | R111 990,11 | R123 189,12
Sub-Total 1.2 Ri72 '671,63' R189 938,79 | R208 932,67

CHARGEOUTRATES

HOURLY RATES

Normal rates apply: 07:30 to 17:30 Weekdays

Overtime rates apply: Weekends and public holidays using the followlng multipliers:
1% x rates shown below for Saturdays

1 x rates shown below for Sundays and public holidays

Rates will increase annually according to CPl as recorded by Stats SA {refer to www.statssa.2ov.za)
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Hourly rates per role/service for 1 July 2019 to 30 June
2020

Business Analyst | R1 050.00
Developer leOS0.00
Quality Assurance R800.00
Business Intelligence R800.00
Data lntegééff;f; RéO0.00
lmpIementéfionﬂ Analyst R750.00
Software Training (Group) R2 200.00
Software Training (Individual) R1 850.00
Project Management R1800.00
Senior Asset Manager (AM) Specialist R2 500.00
Chartered Accountant R1320.00
Professional Engineer (AM) R1210. 00
Erigineering Techniclan R825.00
Database Manager R71500

C GIS Technician | R71500 ’’’’’’
Traveling Time R880.00
Solutions Architect R1 950.00

| Senior Developer | R1 500.00
Project administrator R800.00
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8.22 The rates set out above shall Increase on each anniversary of the Effective Date in

8.3

9.1

9.2

9.3

9.4

accordance with any increase in the Consumer Price Index as published from time to time
by Statistics South Africa in the Government Gazetts.

The total contract price must include:

The total price offered by the Vendor that was used in the calculation of price points in terms of
the Preferential Procurement Policy Framework Act, Act No. 5 of 2000 and its accompanying
Regulations in the bidding process. This price is elther the original price offered by the Vendor or
an alternative price offered by the Vendor in the event that the Purchaser requested an extension
10 the bid validity period.

Contract Amendments / Varlations

In amplification of paragraph 18 of the GCC, any amendments/variations, of this agreement must
be signed by the duly authorised signatorles of the Vendor and the Accounting Officer or his/her
delegated official on behalf of the Purchaser.

The Vendor shall not, in performing its obligation, vary from the terms and conditlons stated in
this agreement whether by way of addition thereto or by way of omission therefrom, without the
prior written consent from the Purchaser (Accounting Officer/delegated official), and no claim on
the part of the Vendor for any extra payments on the grounds of any alterations or extra work will
be entertained.

If, after the commencement of the contract, the cost or duration of the services is altered as a
result of changes in, or in additions to, any statute, regulation or by-law, or the requirements of
any authority having jurisdiction over any matter in respect of the contract, then the contract price
and time for completion shall be adjusted in order to reflect the impact of those changes, provided
that, within 14 days of first having become aware of the change, the Vendor shall furnish the
Purchaser with a detalled justification for the adjustment to the contract price.

Any varlation or expansion of orders agalnst this contract must comply with the provisions of
paragraph 3.9 of the National Treasury Instruction Note on Enhancing Compliance, Monitoring
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and Improving Transparency and Accountability in Supply Chain Management dated 31 May
2011 or any subsequent amendments thereto.

10. Payments

10.1  In qualification of the provisions of paragraph 16 of the GCC, the 30 day period referred to in
paragraph 16.3 will only commence on fulfilment of the following conditions:

10.1.1 The submission of a valid tax Involce and the relevant supporting documentation; and

10.1.2 The goods and services have been accepted and signed off by the relevant
Accounting Officer or his/her delegated officlal.

10.1.3 Statements of accounts and tax Involces must be in a format reasonably required by the
Purchaser from time to time.

10.1.4 The purchaser shall make payments to the Vendor's nominated bank account, and

the nomination of the said banking account shall be in writing.

11. Confidentlality

In amplification of the provigion in paragraph & of the GCC, the Parties shall:
11.1 Treat as strictly confidentiai any and all Confidential Information given or mads known to
them arising from their assoclation through this Agreement.

11.2 Keep all such Confidential Information confidential towards third parties and only use it in co-
operation with each other for the purpose expressly agreed upon by the Parties and to
disclose same to their employees only on the basis a the need to know.

11.3  The foregoing obligations shall not apply to any Information which:
11.3.1 Is lawfully in the public domain at the time of disclosure:

11.3.2 Subsequently becomes available to one party from a source other than the other
party, which source is lawfully entitled without any restriction on disclosure to disclose
such confidential information; and

11.3.3 Is disclosed pursuant to a requirement or request by operation of law, regulation or
order of a competent court.
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12.

13.

13.1

13.2

13.3

13.4

14,

14.1

14.2

14.3

IT Software Contract

This clause Is severable from the rest of this agresment and shall remain valid and binding
on the parties notwithstanding any termination of this Agreement.

Intellectual Property

In ampiification of paragraph 6 of the GCC, the intellectual property discovered or created as
the direct or indirect result of this contract shall remain the property of the Purchaser.

Responsibilities of the Purchaser

The Purchaser will co-operate with the Vendor and provide the Vendor with such data, Information
and assistance as the Vendor may reasonably require in order to enable or facilitate the Vendor
to comply with its obligations under this Agreement;

The Purchaser shall supply the Vendor with reasonable access to relevant premises, personnel,
equipment and systems as the Vendor may reasonably require for the purposes of its obligations,
provided that the Purchaser shall then not be required to incur any extra costs without its prior
agresment which may be refused at its sole discrstion;

The Purchaser shall ensure that any party over whom it has direct control performs its functions

-and duties as may be reasonably required by the Vendor to enable it to comply with its obligations

under this Agresment;
If the Purchaser Is requested by the Vendor, but without absolving the Vendor from any of its
service provision obligations, the Purchaser will utilise its best efforts to facilitate compliance

and/or co-operation from other third parties and role-players with whom the Vendor requires to
interact in order to comply with its obligations under this Agreement.

Responsibliitles of the Vendor

The Vendor acknowledges the importance of the event and therefore adherence to the
project plan Is a material term of this contract and therefore undertake to:

Commence and complete the project within the periods provided for in the project plan;

Meet any interim periods provided for in the project plan.
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14.4. With effect from the effective date and until completion of the project, the Purchaser shall be
entitled to:

14.5 Request any information from the Vendor pertaining to the project;

14.6 Inspsct the project and any records or documentation pertaining thersto;

14.7 Call meetings which the Vendor shall be obliged to aftend In order to deal with any queries
of the Purchaser pertaining to the project.

15. Warrantles

15.1  To supplement paragraph 15 of the GCC, which provides for goods/works and/or services, and
in the event that the Vendor is providing services to the Purchaser, the Vendor warrants that:

15.1.1 it shall at all times or during the occurrence of this contract possess the knowledgs,
sufficient expertise, use and adopt reasonable professional techniques and standards and
provide the service with due care, skill and diligence.

15.1.2 it has the human resources required for the proper performance of the services and will
allocate adequate staff with appropriate experience to provide the services:

15.1.3 junior staff will not be allowed to work on the services without the supervision of a
professional with appropriate experience;

15.1.4 The necessary time and attention will be allocated to the provision of the services:
15.1.5 It is (and for the duration of this contract will continue to be) registered with the relevant

regulatory authority as may be required in its area of expertise and is(and for the duration
of this contract will continue to be) a member in good standing of that authority; and

15.1.6 It will comply with all laws and regulations applicable to the provision of the services.
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156.1.7 It will provide the services in a timely manner, and the Vendor must use reasonable
endeavours to adhere to the tims limits agreed between the parties; where no time limits
are agread 1o, the services must be provided within a reasonable period.

16. Loss And Substltution of Key Resources

16.1  The following persons are identified as key human resources for the purpose of this agresment:

16.2 Inthe event that a key human resource resigns or leaves the Vendor, the Vendor shall:

16.2.1 within seven (7) days of such an occurrence notify the Purchaser In writing; and

16.2.2 within fourteen (14) days recommend a suitably qualified and experienced person to
substitute the key human resource, either permanently, or temporarily..

16.3 If, in the sole opinion of the Purchaser, no suitable replacement for such a key human resource
can be found, the Purchaser may, at its sole discretion, in writing:

16.3.1 waive the obligation of the Vendor to substitute the key human resource;

16.3.2 amend the agreement and budget of the Vendor fo excluds the service that was provided
by such key human resource; or

16.3.3 terminate the agreement as contemplated in clause 24.

17. General Indemnity

The Vendor hereby indemnifies the Purchaser and holds the Purchaser harmless, agalnst:

17.1  Any claims lodged against the Purchaser by any third party arising out of or relating to any loss
that the Vendor or such third party may suffer, as a result of, or arising out of:

17.1.1 Personal injuries or death of any person caused by the defautt of the Vendor: and
17.1.2 Damage to any property caused by the dsfault of the Vendor.
17.1.3 Any liability arising out of intentional or negligent acts or omisslons to act by the Vendor:;
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17.2  Any liability with regard to the claims by government authorities or others due to the non-
compiliance by the Vendor with any laws or regulations of the Republic provided such compliance
was required for the execution of this contract.

i8. Delays

18.1  To supplement paragraph 21 in the GCC, an Accounting Officer or his/her delegated official may
consider a “No fault delay”, where:

18.1.1 Additional services are ordered by the Purchaser;
18.1.2 A force majeure occurs;

18.1.3 There is any delay in the Vendor providing the services which is communicated to the Vendor as
being the fault of the Purchaser; or

18.1.4 The Vendor may request an extension to the period of performance.

18.2 Unless otherwise mutually agreed to by the parties, the Vendor shall as scon as possible but
within 5 days of becoming aware that a delay may occur, notify the Purchaser in writing of his
intention to make a request for the extension of the period of performance to which he considers
himself entitied and shall within 5 days thereafter deliver to the Purchaser detalled particulars of
the request in order that it may be investigated.

18.3 Unless otherwise mutually agreed to by the parties, the Purchaser shall within 14 days of receipt
of a detailed request, grant such extenslon 1o the period of performance, either prospectively or
retrospectively, or inform the Vendor that the extension has not been granted.

18.4 The Purchaser undertakes not to enforcs its right contained in paragraph 21.3 of the GCC prior
to providing the Vendor with notice, in writing, of its intention to obtain the goods/works andor
services from a national department, provincial department, or & local authority.
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19. Walver

18.1  The granting by any party of any Indulgence or postponement shall not be a waiver of its rights
arising from this contract to demand full and specific psrformance of the contract.

right conferred on each party in terms of this contract shall operate as a waiver of such power or
right nor preclude any other or further exercises thereof or the exerclse of any other power or
right under this contract.

20. Suspension

20.1  The Purchaser may temporarily suspend in whole or in part the services by providing no less than
5 days written notice to the Vendor who shall on recsipt of such written notice immediately cease
the performance of services. The Purchaser will indicate the date on which the contract will be
resumed In the notice.

20.2 When suspended, the Vendor shall be entitled to pro-rata payment for the services already carried
out and reimbursement of all costs incidental to the prompt and orderly suspension of the contract,

20.3 Suspsnsion of the contract shall not prejudice or affect the accrued rights and liabilitles of the
parties as at the date of suspension.

21. Breach

21.1  Any termination notice referred to in GCC paragraph 23.1 shall be preceded by written notice
requiring the defaulting party to remedy a breach of this contract within 14 days of the date of
receipt of the notice.

21.2  Ifthe defaulting party falls to remedy the breach within the 14 days specified In 22.1, the aggrieved
party shall be entitled without notice, in additlon to any other remedy available to them at law or
under this contract;

21.2.1 To claim specific performance of any obligation whether or not the due date for performance has
arrived; or
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21.2.2 To terminate this contract in accordance with paragraph 23.1 of the GCC, against the defaulting

21.3

22,

party, in either event without prejudice to the aggrieved party’s rights to claim damages.

The Vendor shall immediately advise the Purchaser of the same, upon which the Purchaser shall,
in its sole and absolute discretion, decide whether to procesd with this contract or to terminate
forthwith. Failure by the Vendor to advise the Purchaser of a conflict of interest shall amount to &
material breach of this contract.

Penalties

In terms of clause 22 of the GCC, a penalty for delays in performance will be calculated as follows:
The Purchaser may, In its discretion, impose either of the following penalties:

22.1

22,2

23.

23.1

R1 000 per calendar day for any delays and or disruptions in rendering the service to
its fullest as agreed by the business unit and service provider.

If the Service Provider falls to perform the services to the required standard and within the
period specified, and if this failure is not due to any conduct on the part of the Purchaser,
the Purchaser shall without prejudice to its other remedies under the contract, deduct from
the price, as a penalty, a sum calculated on the cost of the unperformed servicefitem or
the cost of the delay.

Termination

In addition to the circumstances provided in paragraph 23 of the GCC, for termination of the
contract, either party may provide the other party with a written notice of its intention to terminate
the contract. Within 14 days of recsipt of such notice, the parties shall reach mutual agreement
on:

23,1.1 The effective date of the termination;

23.1.2 The terms of such termination:
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23.1.3

28.2

23.3

23.4

23.4.1
23.4.2

24.4.3

23.4.4

23.4.5

23.4.6

IT Software Contract

The handing over mechanism, such that the termination of the contract doss not materially affect
the institution’s service delivery obligations.

In amplification of paragraph 23.3 of the GCC, in the event that the contract Is terminated, the
Purchaser is entitled to recover all costs, losses or damages it has suffered as a result of the
Vendor's conduct; and/ or

Impose a financial psnalty, where applicable, not exceeding the totat contract price.

Further, the Vendor accepts that as a result of the special nature of the working relationship
envisaged in this agreement, the Purchaser shall also be entitled, subject to the provisions
of clause 24, to terminate this agreement should the Vendor or any member of its staff
conduct himself or herself in any manner that may adversely affect the working

relationship, including but not limited to:

making false statements or representations relating to obligations arising from this
agreement;

making any faise statements or representations which relate to the structure or
composition of the Vendor before or after the commencement of this agreement;

building up a history of poor performance;

falsifying any documents or records relating to obligations arising from this
agreement; failure to executs instructions timeously or at all;

being struck from the roll of the relevant reguiatory authority; or

being under Investigation by any government agency for alleged criminal activities
or misconduct.

23.5 The Purchaser shall be entitled to terminate this agreement immediately without notice if the

Vendor -
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23.5.1

23.5.2

23.6

24,

24.1

24.2

24,3

25.

iT Software Contract

being an individual, surrenders or makes application for the surrender of his or her
estate or is sequestrated(whether provisionally or otherwise);

being a corporation, is placed in itquidation or under business rescue or passes g
resolution for its winding — up;

The Vendor shall, immediately on termination of this agreement for any reason, transfer all
uncompleted instructions, and all related files and documents, in accordance with
Purchaser's written instructions.

Sub-Contracting'

The Vendor may, with prior written notice to the Purchaser and at no additional cost to the
Purchaser, employ subcontractors for the execution of any portion of its obligations under this
Contract, but such subcontracting shall not relieve the Vendor of its obligations under this
Contract and the Vendor shall remain liable for any acts or omissions of such subcontractors.
The Vendor shall further ensure that all sub-contractors perform in terms of all applicable
provisions of the Contract.

The Purchaser shall have the right during the continued duration of this Contract to direct the
vendor to replace such sub-contractor upon 30 (thirty) days written notice if the sub-contractor's
performance is materially deficient, or good falth doubts exist concerning the sub-contractor's
ability to render future performance because of inter alia changes in the ownership, management,
or the financial condition of the sub-contractor.

Each, sub-contractor shall, prior to its appointment as sub-contractor under this Contract, sign
irrevocable, unconditional and written confidentiality and non-disclosure undertakings in favour of
the Purchaser on terms and conditions acceptable to the Purchaser.

Dispute Resolution

In addition to paragraph 27 of the GCC, provision is being made for arbltration in the following
manner:
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25.1 Any dispute arising from the performance or terms or conditions or termination or cancellation of
this agreement, and which cannot be settled bstween the parties themselves, shall be settled by

way of independent arbltration.

The identity of the Arbitrator and terms of reference must be agreed to by the parties prior to any
arbitration commencing.

25.1.1

25.1.2

25.1.3

25.1.4

25.1.4.1

25.1.4.2

25.1.5

25.1.6

Manner
The arbiliration takes place in an informal manner.

Place
The arbitration takes placs in the Republic of South Africa.

Secrecy
Any arbitration in terms hereof shall be deemed to be strictly confidential between the
parties Involved therein.

The Arbitrator
If the dispute is primarily by nature:

An accountancy matter
The Arbltrator shall be an independent, registered Chartered Accountant.

A legal or any other matter
The arbitrator shall be a practising Advocate of at least five (5) years standing.

Fallure to appoint an Arbitrator

If the parties cannot agree on an arbitrator within seven (7) days of the reference, either
party shall be entitled to request the Chairman, for the time belng, of the Bar Council or
his/her successor in title to appoint a suitable arbitrator,

Binding
The parties hereby Irrevocably agres that the award made in any arbitration in terms
hereof shall be final and binding upon them and they shall comply with it.
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25.2 The provisions of this paragraph:
25.2.1 Are severable from the rest of this agreement and shall remain in force despite the
termination of this agresment or its invalidity for any other reason; and

25.2.2 Does not preclude a party from obtaining interim rellef on an urgent basis from a court of
competent jurisdiction, pending the decision of the arbitrator.

26. Severabliity

The finding of any invalidity to any provision of the contract shall not render the whole contract
a nullity. A court of law or arbltrator may sever the invalid provision and the remainder of the
contract shall remain enforceable.

27. Risk Management

The Vendor shall submit to the Purchaser a risk management plan, detailing the policy and
procedure that wifl be followed In Instances where the procured goods/works and/or services
for the project as whole pose a risk to life, the environment and or the project.

28. Monltoring and Evaluation

29.1 The Representative on behalif of the Purchaser shall be Thobani Zondo his/her capacity as
Contract management monitoring officer of the Purchaser.

28.2 The Vendor shall permit the Purchaser to inspect the Vendor's records or site relating to the

performance of the Vendor and to have them verified by the Representative appointed by the
Purchaser, if so required by the Purchaser.

28.3 The Partles designate the following persons as their respective representatives:

Purchaser’s representative: Vendor’s representative:
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Neme: Thobani Zondo
~ Designation: Monitoring Officer
 Tele No: 033 392 3091

Emall: Thobani.Zondo@ msunduzi.zov.za

28.4

28.5

28.6

28.7

28.8

28.8.1

28.8.2

28.9

The Vendor shall permit the Purchaser to Inspect the Vendor's records relating to the performance
of the Vendor and to have them verified by the Representative appointed by the Purchaser, If so
required by the Purchaser.

The Vendor must allow the Purchaser, its internal or external auditors, or any other designated
personnel to conduct audits from time to time of the Vendor in order to ensure compliance with
its agreement.

If it appears that the Vendor has charged fees or disbursements to which the Vendor is not
entitled, then the Purchaser will be entitied to an immediate refund, plus interest at the prime rate
of interest charged by the Purchaser's bankers from time to time (interest will accrue fom date on
which the monies were paid by the Purchaser to the vendor until date of refund).

The Purchaser shall advise the Vendor of a pending audit in writing, at least five working days in
advance.

During the course of the audit, the Vendor shall ensure that:
All the relevant documentation is available for inspection;

A knowledgeable staff member is available to assist the audit team for the entire duration
of the audit.

If the Vendor falls to make the relevant documentation and a knowledgeable staff member
avallable, the Purchaser will be entitled to suspend the provision of new instructions to the Vendor,
as well as work on existing instructions, until such time as a follow-up audit has been completed
to the satisfaction of the Purchaser. Where the appointment relates to a project, the Purchaser




28.10

29.

29.1

29.2

29.3

IT Software Contract

will be entitled to suspend the performance of the services, subject to the provisions of clause23,
untii such time as a follow-up audit has been completed to the satisfaction of the Purchaser.

the Vandor shall be entitled to make representations on the outcoms of an audit with 14 days of

the audit results being made available.

Notices

For the purposes of this contract, the parties choose their respective domicillia citandi et

exscutandi as follows :

Purchaser -

Physical address: 333 Church Street
AS Chetty Building
Pietermaritzburg
3200

Postal address: Private Bag x321
Pieteramaritzburg
3200

Telephone numbers: 033 392 3000

Telefax number: 033 394 2706

Vendor :

Physical address:  Unit 2, Octo Place, 2nd Floor
Electron Street, Technopark

Die Boord
Stellenbosch

The parties hereby choose domicilium citandi et executandi for all notices and processes to be

given and served in pursuance hereof at their respective addresses given on the first page of this
agreement. Any notice of any change in such address shall be given in writing by the parties

o TR E WIS,

B T
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concerned and delivered by hand or sent by registered mail to the other party, upon notification
of which address so notified shall serve as the new citandi et executand!.

29.4 A party may at any time change that party's domicilium by notice in writing, provided that the new
domicilium is in the Republic of South Africa and consists of, or Includes, a physical address at
which the process can be served.

29.5 Any notice to a party:

29.5.1 Sent by prepaid registered post in a corractly addressed envelops, to it, shall be deemed to have
been received on the 7™ (seventh) day after posting (unless the contrary is proved);

29.5.2 Delivered by hand to a responsible person during ordinary business hours at the physical address
chosen as its domicilium, shall be desmed to have been received on the day of delivery; or

20.5.3 Sent by telefax to its chosen telefax number, shall be deemed to have been received on the date
of despatch (unless the contrary is proved).

30. Whole Contract

This Agreement constitutes the whole of the agreement betwesn the Parties relating to the
subject matter thereof, including the bid document, and no amendment, alteration, addition,
variation or consensual cancellation will be of any force or effect unless reduced to writing and
signed by the Parties.
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31. Slgnatures

SIGNED AT “’(/\@w/\@oburé onthis_A0O _ day of "’“e‘oé,e.wber 20 A2

SIGNhLBEGN/ BEHALF OF THE VENDOR
Lexate N\ﬁ\mat

Mp{nc(im S‘i?(’vta

SIGNED AT ‘\/\f&w«d@aﬁ on this {2, day of ‘w«:«‘"ﬁ

2022 ..

I T
o Wﬂ\\
.

k)
s

i
i Sl

P

\ WM’"’”“M
SIGNATURE ON BEHALF OF.THE PURCHASER
an‘!

WITNESS

WITNESS

NAME R DA \’3‘%@@11,1 i
1| DATE MJ“&‘“{ 7:.'?»
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Annexure A: Location of Licensee
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Annexure B: Minimum Recommended Desktop/Laptop Requirement
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ANNEXURE B - MINIMUM RECOMMENDED DESKTOP/ LAPTOP REQUIREMENTS

PROCESSOR
*  Workstation minimum: Intel Core i3, recommended: Intel Core i5 or better.
OPERATING SYSTEM

*  Microsoft Windows 7 Business 32 bit or 64 bit or later
*  Microsoft Windows XP Professional SP3 {only in exceptional circumstances is Windows XP supported)

HARD DISK

* 400 MB Free Hard Disk Space for Program Installation.
° Ifdata is to be stored on the workstation, up to 50GB of additional disk space may be required for data and
imagery, alternatively the data can be stored on an external USB drive and mapped to it from IMQS.

SYSTEM RAM REQUIREMENT

*  Windows7: 4GB, recommended 6GB or more

*  Windows XP: 2GB, recommended 4 GB or more (only in exceptional circumstances is Windows XP
supported) )

PERIPHERAL COMPONENTS

= Alternative to network installation: Minimum CD-ROM Drive, recommended DVD-ROM drive

*  Minimum: 1024x768, 16-bit colour graphics card, recommended 1280x1024, 24-bit colour graphics card »
Mouse with wheel

*  10/100 Network Interface Card {Recommended 1GB NIC)

¢ USB2 port or better

SOFTWARE

*  Adobe Acrobat

*  Internet Explorer 8 or later

*  Google Chrome

*  Microsoft ODBC Driver (Part of Windows standard install)

* Borland Database Engine (Provided on IMQS Installation CD)
* Postgres ODBC Client (Provided on IMQS Installation CD)



*  IMQS (Provided on IMQS Installation CD)
°  ForSQL Server modules ~ MSSQL Native Client for MSSQL 2008R2 (sqincli-X86.msi / sqincli-X64.msi) or an
instance of MSSQL full or express with the native client installed

MINIMUMRECOMMENDEDSERVERREQUIREMENTS
PROCESSOR

*  Xeon Processor of 2 GHz or better. Recommended Quad core processors or better. (If running on virtual
server then minimum 2 cores are required)

OPERATING SYSTEM

°  Microsoft Windows Server 2003 SP1 or later
*  Microsoft Windows Server 2008 R2 or later (recommended)

HARD DISK

° 400 GB Hard Disk for 0S, DBMS, Database and Applications.
°  BOO GB Hard Disk for installation of application, maps, photo’s, documents and data. Can be on a SAN.

SYSTEM RAM REQUIREMENT

*  Minimum 8GB, expandable to 24 GB
PERIPHERAL COMPONENTS

* 1GB Network Interface Card
* {1 GBspeed required due to large image and archive files transferred to IMQS users.)

SOFTWARE

*  PostgreSQL 9.0 or later

*  Web Server (Microsoft IIS or Apache (2.0 or later)

*  IMQS (Configured by Installer, on installation CD)

°  MS5QL 2008 R2 Standard or Enterprise Edition (can be SQL Express with adv. Services 2008R2 {free) if
database size will not exceed 10GB)

NETWORK REQUIREMENTS

Workstation users will require-

*  Awindows share with read/write access to the server location of the data in the form of a ma pped network
drive as well as http access to the server.



A windows share with read access to the server location for the aerial photos in the form of a mapped
network drive.

A windows share with read/write access to the server location for access to IMQS documents in the formofa
mapped network drive.

INTERNET REQUIREMENTS

Data Updates and Enhancements via the Internet, average download up to 200MB at a time. Large updates
scheduled after 6pm and before 6am.

Web Server accessible from the internet via https/authentication.

VPN access (required)

Access to server via remote desktop with admin rights (recommended)

DATABASE REQUIREMENTS

Paradox (Part of IMQS installation)

PostgreSQL (IMQS module specific)

MS SQL Standard or Enterprise Edition 2008 R2 — requires Cllent Access License (CAL) (IMQS module specific)
(can be SQL Express with adv. Services 2008R2 (free) if database size will not exceed 10GB)

MAPPING ENGINES

Albion (http://www.gls.co.za/software/products/albion.html )
MapServer (http://mapserver.org/ )
SharpGIS (http://sharpgis.net/)
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Annexure C: Minimum Recommended Requirement for Web-Application

Page 56 ofS':'

D%



ANNEXURE C- MINIMUM RECOMMENDED REQUIREMENTS FOR THE WEB APPLICATION SERVER

PROCESSOR

*  Xeon Processor of 2 GHz or better.
*  If running on virtual server then minimum 2 cores are required

= Recommended: Xeon Quad core processors or better.

OPERATING SYSTEM

¢ Recommended: Microsoft Windows Server 2008 R2 or later.

HARD DISK

* 500 GB Solid State Disk (SSD) for OS, DBMS, Database and Applications (can be on a SAN)
* Recommended: 1 TB SSD (or 2 x 500GB SSD) if more space is needed for installation of application, maps,

photos, documents and data.

SYSTEM RAM REQUIREMENT

°  Minimum 16 GB, expandable to more

PERIPHERAL COMPONENTS
*  Minimum 1 GB Network Interface Card
SOFTWARE
Note: The below third-party software applications are installed by IMQS and should not be pre-installed by
client’s
IT department
*  PostgreSQL
= Java
e Git
*  Ruby
*  MongoDB



= Yellowfin
= RabbitMQ
NETWORK PORT REQUIREMENT

* Incoming TCP port 80 or 443 (for accessing IMQS application in a web browser)

°  Quigoing TCP port 25 (to send out Yellowfin license renewal reminders)

* Below URL’s need to be accessible from the server https://imgs-mailer.appspot.com http://api.geonames.org
http://nominatim.openstreetman.org http://open.mapguestapi.com https://logs-01.loggly.com
https://deploy.imas.co.za agentl.monitoringnet.com https://maps.googleapis.com

NETWORK REQUIREMENTS

*  Users will connect via a web browser (port 80 or 443) to IMQS web portal hosted server. {Intranet and/or
Internet)

° HTTP(S) port access number can be changed\configured on request

* Recommended: Users will connect via a secured web browser connection (HTTPS, port 443) to IMQS web
portal hosted server. {Intranet and/or Internet).

SSL Security certificate should be provided by the client.

NETWORK BANDWIDTH & SPEED REQUIREMENTS

¢ Minimum 4Mb/s (S00KB/s) for a maximum amount of 15 users

*  Additional 4Mb/s for every 10-15 users thereafter.
REMOTE ACCESS REQUIREMENTS

* IMQS automatically updates via the Internet (continuous deployment)
¢ IMQS developers require remote desktop access with administration rights to the IMQS web portal hosted

server for software setup and maintenance.

PROCESSOR

*  No minimum specification

OPERATING SYSTEM



¢ No minimum specification
SYSTEM RAM REQUIREMENT

*  No minimum specification
PERIPHERAL COMPONENTS

*  Screen size: minimum: 1024x768, recommended 1280x1024

° 10/100 Network Interface Card (Recommended 1GB NIC)

SOFTWARE

*  Adobe Acrobat or similar PDF viewer

*  One of the following internet browsers o Google Chrome
o internet Explorer 11 or later o
Mozilla Firefox o Safari o Opera

Browsers are required to:
© Have automatic updates enabled
o Have JavaScript enabled

o Allow local storage and cookies to
be set

NETWORK

*  Access to IMQS portal server on port 80 or 443
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Annexure D: ICT System Requlrement
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SCM CONTRACT NO:

SCM CONTRACT MANAGER:
SERVICE PROVIDER:
STSTEM:

INTRODUCTION:

1

5.

SERVER ROOM REQUIREMENT FOR SYSTEM HOSTING

A. Locked and/ or bolted server room door

. Biometric system access for authorized employees
Visitor access register

Visitors should be accompanied by authorized staff
Serviced and maintained air conditioners

Serviced and maintained UPS

Serviced and maintained generator

Serviced and maintained fire suppression systems

. Raised flooring and/or server racks

Alarms and video surveillance systems

moN®

IGOm

=
»

STSTEM HARDWARE MINIMUM REQUIREMENT

To be specified by the vendor by sending an email to Msunduzi Municipality ICT Helpdesk at -
ICTHelpdesk@msunduzi.zov.za and ictservers@msunduzi.zov.za

SYSTEM SOFTWARE MINIMUM REQUIREMENTS

A. Should run on Microsoft Server 2019 or iatest for the VM’S

B. Should run on Microsoft SQL 2019 or latest for the database

C. Should run on Microsoft Windows 10.1 or latest for Desktop and Laptops use
D. Should be Installed on VMWare 6.5 or latest version

SYSTEM SOFTWARE LICENCE RENEWAL

A. Should supply any new system licence
B. Should supply any client licence
C. Should supply additional licenses of new users

SYSTEM UPDATE AND UPGRADES TO LATEST VERSION

A. System upgraded should be communicated with ICT prior and be done as required.

B. A change control form should be filled and submitted to ICT before any changes are conducted.

C. Patches should be installed monthly as requested or as soon as new patches are available for
installation

D. The system should always be developed to run on the latest Operating System that is supported by
Micrasoft,



7.

Msunduzi Municipality should be informed on latest version available and its benefits and features

for consideration.
The corporate communication should be prepared for the system downtime when upgrades and

updates are done.

SYSTEM USERS ACCESS REQUIREMENTS

A.

B.

All system new users will be required to obtain and complete a System User Access Form from ICT
service or The Department administering the system.

Prior to access being granted, users shall be required to have read the Information Security Policy
and signed-off the user agreement form as an acknowledgement that they understand the
conditions of acceptable usage.

Except for the publicly held information/publicly available information assets, the allocation of
access rights to all other ICT assets and information shall be done in accordance with this document
and the User Access Management Procedure. The procedure shall encompass all stages in the life-
cycle of user access, from the initial registration of new users to the final de-registration of users
who no longer require access to ICT assets and information.

Every user shall be provided with different login credentials (a unique user ID and a personal
password that can be changed by the user only, after having been given a default password by the
system owner/administrator to access Msunduzi System and information.

All user IDs on ICT assets and information shall be constructed according to the standard user ID
construction as defined in this document. The user IDs shall clearly indicate the responsible
individual’s name, and under no circumstances shall such user IDs permitted to be generic,
descriptive of an organizational title or role, descriptive of a project, or anonymous.

Approval from the business unit/department manager(s) and Senior Manager: Information &
Communication Technology shall be obtained for providing access to all Msunduzi employees,
service providers, contractors and consultants, and shall follow the Msunduzi User Access
Management Procedure.

SYSTEM PASSWORDS MI)NIMUM REQUIREMENTS

A.

B.
C
D.

m

Passwords are required to contain a minimum of 8 characters
Passwords must be changed every 30 days
Password history must be set at a minimum of 12 previous passwords
User accounts should be locked after 3 unsuccessful password attempts and the user must follow
the user access management procedure for a new password to be reinstated.
Password complexity must be utilized. Passwords may not contain the username, full name, last
name or middle name of the employee nor information that easily relates to the individual. When
passwords are created or changed, they must contain at least two of the following types of
characters:

o Uppercase letters A,B,C,...2

o Llowercase letters a,b,c,...z

o Numeric characters 0,1,2,...9

o Special characters 1,5,#,%...



8. PERIODIC USERS ACCESS REVIEWS

A. Create an access control policy, and update as needed.

B. Adopt a formal trimestral access review process.

C. Perform trimestral audits.

D. Review access controls when an employee is hired, terminated, and also when roles change.

9. BACKUPS

A. A Maintenance Register must be kept for all backups completed. Should any of the backup
scheduled times be missed for any reason then the ICT Infrastructure manager involved must be
notifled by the service provider. A print out of the backup logs must be attached to the
Maintenance Register on a daily basis and be provided on SLA meetings.

B. Backups are to be tested on a monthly basis to check for completeness and integrity of backups
taken.

C. Testing should be conducted on a test platform and not on the live site.

10. DISASTER RECOVERY PROCESS

A. Emergency response procedures :
To document the appropriate emergency response to a fire, natural disaster, or any other activity
in order to protect lives and limit damage.
B. Backup operations procedures
To ensure that essential data processing operational tasks can be conducted after the disruption.
C. Recovery actions procedures
To facilitate the rapid restoration of a data processing system following a disaster.
D. Disaster action checklist
This checklist provides possible initial actions that you might take following a disaster.

Plan initiation:

Notify senior management

Contact and set up disaster recovery team

Determine degree of disaster

Implement proper application recovery plan dependent on extent of disaster
Monitor progress

Contact backup site and establish schedules

Contact all other necessary personnel-both user and data processing
Contact vendors—both hardware and software

Notify users of the disruption of service

0 00 000 CO0

Follow-up checklist:

o List teams and tasks of each
o Obtain emergency cash and set up transportation to and from backup site, if necessary
o Set up living quarters, if necessary



Set up eating establishments, as required

List all personnel and their telephone numbers

Establish user participation plan

Set up the delivery and the receipt of mail

Establish emergency office supplies

Rent or purchase equipment, as needed

Determine applications to be run and in what sequence

Identify number of workstations needed

Check out any off-line equipment needs for each application

Check on forms needed for each application

Check all data being taken to backup site before leaving and leave inventory profile at
home location

Set up primary vendors for assistance with problems incurred during emergency
Plan for transportation of any additional items needed at backup site

Take directions {map) to backup site

Check for additional magnetic tapes, or optical media if required

Take copies of system and operational documentation and procedural manuals.
Ensure that all personnel involved know their tasks

Notify insurance companies

C 00 OO0 00000 O
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E. Recovery startup procedures for use after actual disaster

o]
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Notify Msunduzi Municipality ICT Technical Manager of the need to utilize service and of
recovery plan selection.

Disaster notification numbers 033 392 2007

These telephone numbers are in service from 08:00 am until 17H00 pm Monday to Friday.
Disaster notification number - Refer to ICT Standby Schedule

This telephone number is in service for disaster notification after business hours, on
weekends, and during holidays.

Provide Msunduzi Municipality ICT Technical Manager with an equipment delivery site
address (when applicable), a contact, and an alternate contact for coordinating service and
telephone numbers at which contacts can be reached 24 hours a day.

Contact power and telephone service suppliers and schedule any necessary service
connections.

Notify Msunduzi Municipality ICT Technical Manager immediately if any related plans
should change.

Note: Guaranteed delivery time countdown begins at the time Msunduzi ICT Technical Manager
is notified of recovery plan selection.

11. SECURITY SYSTEM CONTROLS

A. Biometric system access for authorized employees
B. Alarms and video surveillance systems

C. Firewall

D. Antivirus



E.

Password complexity

12. AUDIT TRIALS

AQ

GO

m

Have all requested materials/records ready when requested

Have all logs printed, filed monthly and provided on the SLA meeting

Organize files so we minimize disruption of your day

Provide complete files

Please make yourself available during the time of the audit and communicate any planned

absences
Provide work space for auditors if requested

REPORTING

Monthly reports be discussed during SLA meeting between the vendor and Msunduzi Municipality.
(The meeting should incl. ICT Reps, Vendor’s Reps and Business Unit Reps)

Softcopy reports be submitted to Msunduzi Municipality Department representative and ICT

Logs be evaluated for any threats posing activities.

Service Request logging supporting this SLA

Service Desk
Operational hours: 08:00 - 17:00

o Incldent and request logging via telephone

During normal business hours all incidents and requests should be
reported to the on the number _ A
unique reference number shall be provided to the caller to be used
during an enquiry.

o Incident and request logging via e-mail

Incident and requests should be e-mailed to
and A unique reference number shall be e-mailed to the originator,
which shall be used during an enquiry.

o Information required when logging an Incident or Request

When reporting an incident or a request (by telephone, e-mail
or fax), the following information must be provided:

o department;

o caller surname;

o caller name;

o caller telephone number;
.o cell number [if available];
o contact surname;

o contact name;



o contact telephone number (if out of office cell number is requested);
o building name;

o physical address;

o floor and room number;

o type of call (incident or request);

o description of the incident/request; and

o e-mail address [if available].

This information shall be recorded and verified by the Service Desk agent.
B. Pending, resolved and closed Incidents and Requests

Pending (suspending) an Incident and Requests

Vendor may suspend an incident or request which is a status that
indicates that Vendor is dependent on the client's intervention.
Time in this status is excluded from service level performance
calculations.

The following suspending categories refer:

Client Hold
o Client not available/client requesting technician to attend to call at a later
time
Client Actlon Required
o Client has to test/ the client has to approve a quotation
Local Site Actlon Required

o Technician on site has to give assistance {this would specifically be
used on Wide Area Networks for e.g. resetting of a router)

Purchase Order Approval

o Client has to provide a purchase order number
Registration Approval

o Client has to provide approved registration form
Supplier Delivery

o Awaiting delivery of equipment from a supplier
Third Party Vendor Action Required

o Hardware support required

Infrastructure Change
o Awaiting planned/unplanned change implementation

Request



o Call is a request and has to follow guotation procedure

Monltoring Incident

o Work-around has been implemented and/or waiting for the incident to re-
occur

Future Enhancement

o Feature requested not available at the moment, requires upgrade and/or
patch

Resolving an Incldent or Request

o Anincident shall be resolved when the service is restored.

Closed Incident or Request

© Anincident or request will be closed 14 days a er resolution
provided that the client has not indicated dissatisfaction with the
resolution,

C. Escalations
o First Line Support Feedback to Clients

When a client contacts the Vendor to report a service request,
feedback will be provided confirming the request with supporting
details and reference number via e-mail.

o Resolution Feedback to Clients

When the client's service request for support is resolved a
feedback notification will be sent via e-mail.

o Client Dissatisfaction

Upon receipt of resolution feedback, if the client is not satisfied
with the service after resolution and contacts the IT Service Desk
within 14 days from resolution the service request shall be re-
opened and referred back to the support group to follow up and
address the concerns of the client.

o Client Follow Up

After the service request for support has been logged and the Client
requires feedback and/or wants to provides additional information
the client can contact the Vendor IT Service Desk on the toll-free
number 0 and select the option to follow up on




a previously logged service request.

D. Service Request logging for New Services / Changes to Existing Services
o Customer Contact Centre

Operational hours: 07:30 - 16:30

o Service Request logging via telephone

During normal business hours all service request should be
reported to the Customer Contact Centre on the toll-free number
0 . A unique reference number shall be
provided to the caller to be used during an enquiry.

o Service Request logging via e-mall
Service Requests should be e-mailed to the Customer Contact

Centre at . A unique reference humber shall
be e-mailed to the originator, which shall be used during an
enquiry.

E. Cllent Complaints / Compliments / Suggestions /Enquiries

o Customer Contact Centre

Operational hours: 08:30 - 17:30
o ComplaintSICcnmpllments/Suggestlons/EnquIries logging via
telephone

During normal business hours all communication should be reported
to the Customer Contact Centre on the toll-free

number . A unique reference number shall be
provided to the caller to be used during a follow up.

o Complalnts/Compliments/Suggestlons/Enquirles logging via e-

mail
o Communication should be e-mailed to the Customer Contact
Centre at - A unique reference number shall be e-

mailed to the originator, which shall be used during a follow up.

NB: “DUE TO RAPID CHANGES WITHIN THE ICT INDUSTRY THESE REQUIREMENTS MAY CHANGE DUE TO VARIOUS
REASONS GOVERNING ICT EG: CHANGE IN BUSINESS, LEGISLATION, AG REQUIREMENTS ETC” -



